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Abstract

SMT-based automated verification is a promising approach
for ensuring software correctness, but it often suffers from
unpredictability and proof instability due to the undecidabil-
ity of the underlying logic. While tools like Liquid Haskell
or F* provide automation, they either restrict logical ex-
pressivity to ensure decidability or sacrifice decidability
and predictability for richer logic. In this paper, we present
Ravencheck, a verification tool for Rust programs. Ravencheck
occupies a unique design space: it supports specifications
within an expressive fragment of Higher-Order Logic (HOL)
while guaranteeing decidable verification outcomes. To achieve
this, Ravencheck automatically encodes high-level Rust pro-
grams into the Extended Effectively Propositional (EEPR)
fragment of first-order logic with relational abstraction.
Ravencheck builds on prior EEPR-based modeling lan-

guages (e.g., Ivy) by integrating with the standard Rust toolchain.

This integration supports a one-language workflow in which
verification conditions are expressed using the same purely
functional Rust syntax as the verified executable code, rather
than introducing a separate modeling language.

1 Introduction

Logical deduction aided by Satisfiability-Modulo-Theory
(SMT) solvers is the cornerstone of modern automated soft-
ware verification. Language-integrated verification frame-
works, such as F* [22], Dafny [14], and Verus [13], have
successfully integrated solver-aided reasoning into software
development process, enabling formal verification to be ap-
plied at scale to industry-grade software [9, 21]. Despite
these advances, the adoption of such tools in mainstream
software development remains limited. Among the various
challenges, a key obstacle is the unpredictability of auto-
mated reasoning. Because the logics used in program verifi-
cation—typically first-order logic with quantifiers and back-
ground theories—are undecidable, SMT solvers must rely on
heuristic strategies that can be brittle. As a result, verifica-
tion efforts often suffer from proof instability [26], where
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use std::collections::HashSet;
#[declarel
fn insert(e: u32, mut s:
-> HashSet<u32> {
s.insert(e);
s

HashSet<u32>)

// =contains(s1, 4)
let s2 = insert(sl, 4);
// —contains(sl, 4) A contains(s2, 4)

Figure 1. Rust’s ownership system allows insert to
be treated as a pure function despite delegating to
HashSet::insert.

semantically irrelevant modifications to code or specifica-
tions, such as refactoring the function definitions, can cause
previously successful proofs to fail or time out.

To mitigate this problem, verification frameworks often
force a trade-off between the expressive power (of programs
and specifications) and automation (of proofs). For example,
Liquid Haskell [25] restricts type refinements to a quantifier-
free fragment of first-order logic, limiting the expressivity
of the specification language but ensuring the decidability
of type checking. On the other hand, F* [22] admits unre-
stricted quantification and higher-order functions, but loses
decidability of type checking. Quantifiers are indispensable
for expressing non-trivial correctness properties, such as
heap reachability, yet decidability is equally essential to en-
sure that automated reasoning about these properties termi-
nates predictably. Removing the predictability of automation
forces programmers to either manually guide the solver or
contend with ”butterfly effects” in proof maintenance.

In this paper, we present Ravencheck — a language-integrated
verification framework for Rust that helps programmers
bridge the gap between expressive high-level abstractions
and restrictive decidable logics. Ravencheck allows Rust code
composed of higher-order functions and algebraic data types
to be verified against quantified specifications — also written
in Rust — while guaranteeing that the verification conditions
remain within the Extended Effectively Propositional (EEPR)
fragment of first-order logic [12].

A notable aspect of Ravencheck is that it leverages Rust’s



ownership type system to soundly interface with code that
mutates the heap. Fig. 1 shows an example. Here we use
Rust’s standard library HashSet to implement a functional
Set data type. The Set insert function callsHashSet: : insert
to in-place update the set and return a reference. Conse-
quently, s1 and s2 are aliases to the same set. However,
Rust’s ownership type system prevents s1 from being used
in the continuation of the call to insert, letting us soundly
pretend that s1 and s2 are distinct sets and insert is a
pure function. This style of imbuing a functional interface to
mutable implementations allows programmers to leverage
automated reasoning without sacrificing performance.

Architecture. Figure 2 illustrates the high-level architec-
ture of Ravencheck. The tool takes as its input Rust source
files composed of function definitions, checkable specifica-
tions, and axioms, all expressed in the Rust syntax. The
tool extracts a verification projection of the source code con-
sisting of functions that need to be verified, their specifi-
cations, and axioms. The function definitions that are not
marked for verification are elided from the verification pro-
jection and treated as uninterpreted functions. They are how-
ever included in the execution projection, which includes the
executable source code except specifications and axioms.
The verification projection is partially evaluated by a Call-
By-Push-Value (CBPV) abstract machine [15], transform-
ing it first into an A-normal intermediate representation
and finally into relationally abstracted first-order encoding.
The abstracted formulas are checked by off-the-shelf SMT
solvers(e.g., Z3 [5], CVC5 [2]) to produce a validity result or
a counterexample.

1.1 Related Work

Ravencheck is inspired by Ivy [19]: a widely-known mod-
eling and verification tool for distributed systems that pro-
duces verification conditions in the Extended EPR fragment.
While Ravencheck shares Ivy’s foundational goal of pre-
dictable automation via the Extended EPR fragment, it funda-
mentally differs in its user-facing design. Ivy users program
in a unique specification language, relying on a C++ transpi-
lation mechanism to generate executable code. In contrast,
Ravencheck allows developers to write and verify code di-
rectly in the familiar Rust language. By unifying executable
code and specifications within Rust, Ravencheck eliminates
the need for a verification-specific modeling language and
provides a simple, single-language verification workflow.
Existing verification tools that integrate with Rust, such
as Verus [13], focus on advanced language features, such
as unsafe blocks, at the expense of direct, decidable proof
automation. Similarly, tools based on separation logic, such
as Prusti [1], prioritize expressive memory modeling over
predictable automation, leaving the verification process sus-
ceptible to solver heuristics and proof instability. Creusot [7]
translates Rust into the WhyML language to model mutable
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borrows with prophecies, and requires developers to provide
manual proofs in the Why3 IDE to verify complex prop-
erties. Ravencheck is distinguished from these tools by its
emphasis on predictable automation and a single-language
workflow. By implementing an automatic EPR encoding for
a commonly-used subset of Rust, Ravencheck ensures decid-
ability, and any necessary manual effort—such as quantifier
instantiation—is resolved seamlessly using familiar Rust con-
structs.

2 An Overview of Ravencheck

Unlike many verification tools that require developers to
learn a separate modeling language or deal with the unpre-
dictability of general SMT solving, Ravencheck integrates
directly into the standard Rust ecosystem. It leverages Rust’s
procedural macro system to allow developers to write spec-
ifications and verification conditions alongside their exe-
cutable code. This approach ensures that verified code can
be easily integrated with ordinary Rust projects, while the
underlying analysis guarantees that all verification queries
remain within the decidable Extended EPR fragment. Specif-
ically, Ravencheck’s type checker enforces this guarantee
by statically analyzing quantifier alternations for sort cy-
cles and reporting compile-time errors to keep specifications
within the decidable fragment. In this section, we describe
Ravencheck’s Rust interface and verification workflow with
help of illustrative examples.

2.1 Basic Interface

We illustrate Ravencheck’s interface using a heap manip-
ulation example (Fig. 3), which defines a verifiable swap
operation on a vector-backed heap.

Module Setup. The primary unit of verification in Ravencheck

is aRust module annotated with the #[ ravencheck: :module]
attribute. The annotation triggers the generation of a test

module that invokes the verification engine when the stan-

dard cargo test command is run. Verification is thus inte-

grated into Rust’s existing build-and-test workflow.

Declarations and Axioms. Ravencheck allows users to
declare uninterpreted types and functions using the #[declare]
attribute. In Fig. 3, the type Heap is treated as an abstract
sort by the solver, decoupling the verification logic from the
actual Vec<Val> implementation. Similarly, the primitive
operations get and set shown in the listing are declared
as uninterpreted functions. Such functions are required to
expose a purely functional interface (e.g., set returns a new
Heap), though their implementations may use in-place mu-
tation. The behavior of declared (uninterpreted) functions
can be axiomatized using the #[assume] attribute. In Fig. 3,
ax_heap relates the behavior of get and set functions using
standard array axioms. For this running example, we will
assume that all Heap vectors are long enough for all Ptr
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" Rust source code(.rs)
#[declare]
Function signatures

Function body

For verification #define] For runtime
Function signatures
Function body
#[verify] / #[assume]
Logical formulas |
#{verity] / #lassume] Quantifiers £ #{declare]
) Logical formulas Function signatures
Quantifiers Function body
Ravencheck #{define] #define] Standard Rust

Intermediate =~ «——
Representation(IR)

Function signatures
Function body
#[declare]
Function signatures

Relationally

SMT
. Abstracted  ——>  SMT Query Solver(CVC5/Z3)
avencheck IR \ )

Function signatures Toolchain

Function body
Other Rust code

Valid

Invalid +
Counterexample

Figure 2. High-level architecture of Ravencheck. The tool splits a Rust module into a verification projection (left) and an
executable projection (right). The red part is lowered into a CBPV-based IR for SMT solving, while the green part is compiled
via the standard Rust toolchain. The blue part remains shared across both streams.

#[declare]

type Heap = Vec<Val>;

#[declarel

#[totall

pub fn get(h: &Heap, p: Ptr) -> Val {
hip]

#}[declare]
pub fn set(mut h: Heap, p: Ptr, val: Val) -> Heap {
h[pl=val;
h
3}
#Lassume]
fn ax_heap(pl1: Ptr, h: Heap, p: Ptr, v: Val) -> bool
if p1 ==p {
get(set(h, p, val), p1) == val
} else {
get(set(h, p, val), p1) == get(h, p1)
3

Figure 3. Declarations and axioms of get and set. Note that
Rust’s reference operator (&) can be omitted within axioms.

indices to be within-bounds. Note the #[total] annotation
on get: while both get and set are total functions (under
our example’s assumptions), decidable verification requires
the solver to assume that set may be partial. We will discuss
this further in Sec. 2.3.

The arguments of ax_heap are implicitly universally quan-
tified, but universal and existential quantifiers can also be
explicitly invoked. In Fig. 4, we use nested quantifiers in an
axiom to assume that a minimal (zero) pointer exists, for a
hypothetical less_or_eq relation. The colored backgrounds

#[assume]
pub fn minimal_ptr() -> bool {
exists(|p@: Ptr| {
forall(|pl: Ptr| less_or_eq(p9,pl))
)}

Figure 4. Explicit quantifiers.

#[definel]
pub fn swap(h: Heap, a: Ptr, b: Ptr) -> Heap {
let next_a = get(&h, a);
let next_b = get(&h, b);
let h1 = set(h, a, next_b);
set(hl, b, next_a)

Figure 5. Swap is defined in terms of get and set.

in our code examples indicate which parts of the code are
used for verification (red and blue) and for runtime execu-
tion (green and blue), as established in Fig. 2. The lines in
red, which cover all quantifiers, are erased in the execution
projection before being passed on to the Rust compiler. The
lines in white indicates Rust macros that are interpreted by
Ravencheck and subsequently erased.

Definitions. The #[define] attribute allows users to de-
fine interpreted functions, with bodies that are visible to
the verification process. This is useful for defining helper
functions or shorthands, such as swap in Fig. 5. When swap
appears in a verification condition, its definition is inlined,
so that its behavior is known in terms of the get and set
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#Lverify]
fn swap_commute() -> bool {
forall(|h: Heap, a: Ptr, b: Ptr, c: Ptr, d: Ptr, k: Ptr|{
let disjoint = a !=c & a !=d & b !=c & b !=d;
// If (a,b) are disjoint from (c,d) ...
implies(disjoint, {
// ... then swap on (a,b) commutes with swap on (c,d)
let lhs = swap(swap(h, a, b), c, d);
let rhs = swap(swap(h, c, d), a, b);
get(lhs, k) == get(rhs, k)

)
b
3
Figure 6. Verification condition on swap.
#[declare]

pub fn filter(f: fn(Elem) -> bool, s: Set) -> Set {

}
#[assume (filter(f, s1) => s2)]

fn filter_def() -> bool {
forall(|e: u32| {
member(e,s2) == (member(e,s1) && f(e))
D)

Figure 7. Axiomatization of higher-order function, using
restricted higher-order quantification.

calls within. Because defined functions are processed by the
verification engine, their bodies are restricted: they cannot
contain mutation or method calls (that use the dot operator,
e.g.,, self.f()). Recursion is allowed as a special case, which
we will discuss in Sec. 2.2. Defined functions can be shared
between verification conditions and executable code as long
as they do not contain quantifiers.

Verification Conditions. The #[verify] attribute marks
a function as a property to be proven, analagous to the
#[test] attribute that Rust programmers already use to
declare runtime tests. In Fig. 6, swap_commute asserts that
the order of two swap operations does not matter if they
operate on disjoint indices. To validate this, our example
demonstrates the pattern of proving observational equiva-
lence by asserting that get(lhs, k) == get(rhs, k) holds
for any arbitrary index k.

Higher-Order Functions. Ravencheck code occupies a
fragment of Higher Order Logic (HOL): higher-order func-
tions can be defined, but higher-order quantification is re-
stricted. Fig. 7 gives an example of how to axiomatize a
higher-order set filter function.

Our forall/exists terms cannot quantify filter’s func-
tion input f, and so we universally quantify f at the top-level,
inthe #[assume(filter(f, s1) => s2)] attribute. Higher-
order functions can be freely introduced using #[definel,
since those do not need to be axiomatized, and they are

#[definel
enum Nat { Z, S(Box<Nat>) }
#[definel]
#[recursivel
fn add(a: Nat, b: Nat) -> Nat {
match a {
Nat::Z => b,
Nat::S(a_m) =>
Nat::S(Box::new(add(*a_m, b)))

Figure 8. The recursive definition of add.

#[annotatel]
#[forall_inductive(a: Nat, b: Nat)]

fn factor_s_right() -> bool {
Nat::S(add(a,b)) == add(a,Nat::S(b))

}

Figure 9. Annotation for add. Note the omission of the
Box: :new constructor.

erased by inlining before the verification condition is en-
coded to first-order SMT.

2.2 Enums and Recursive Functions

Unlike non-recursive function definitions, recursive defini-
tions cannot be inlined as it would lead to infinite expansion.
Recursive functions are therefore encoded as uninterpreted
functions with (optional) annotations characterizing their
behavior. Such annotations, if present, are verified against
the function definition via induction. Fig. 8 illustrates with
help of using the example of Peano arithmetic. The induc-
tive definition of Nat is encoded as a Rust enum type. The
addition operation is defined by the recursive function add,
marked with the #[recursive] attribute. Fig. 9 shows a
possible annotation for add that user might want to verify.
The annotation effectively asserts that S(add(a,b)) ===
add(a, S(b)) forall Nats a and b introduced by the attribute
#[forall_inductive(a: Nat, b: Nat)l.

The attribute also exposes the inductive structure of a and
b, allowing induction to be performed. Since add is marked
with #[define]], its definition is unrolled when the func-
tion is applied to terms of the form Z and S(. . . ). The un-
rolling, together with the inductive hypothesis is sufficient
for the solver to discharge the proof obligation generated
by #[annotate]. Note that the Nat constructor S is applied
directly to terms of type Nat in Fig. 9 whereas its enum type
definition (Fig. 8) requires it to be applied to a Box<Nat>.
Indeed, factor_s_right does not type-check if passed to
the Rust compiler. However, as the color highlighting indi-
cates, the propositions marked with #[annotate] are not
passed to the compiler, so the type error never manifests.
Ravencheck does not distinguish between the types Box<T>
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#[assume]
fn add_commutative() -> bool {
forall(|x: Nat, y: Nat|{
add(x,y) == add(y,x)
»
3

#Lassumel
fn factor_s_left() -> bool {
forall(|x: Nat, y: Nat|{
add(Nat::S(x),y) == Nat::S(add(x,y))
»

}
#Lverify]

fn factor_s_right() -> bool {
forall(|a: Nat, b: Nat| {
let _ = add(Nat::S(b), a);
let _ = Nat::S(add(b,a));
add(a, Nat::S(b)) == Nat::S(add(a,b))
D)

Figure 10. Quantifier instantiation via let binding.

and T, and treats calls to Box: :new and clone as identity
operations, so the code in Figs. 8 and 9 is valid.

2.3 Manual Quantifier Instantiation.

To achieve decidable verification queries, Ravencheck em-
ploys the well-known relational abstraction technique to
eliminate problematic function symbols [23]. From the user’s
perspective, this technique manifests as a form of incom-
pleteness: counterexamples may be found for valid prop-
erties. To help users diagnose and repair this incomplete-
ness, Ravencheck presents a partial function semantics: the
solver is permitted to falsify a condition by assuming that
#[declare] functions are undefined for inputs that do not
appear within the condition itself. A formal presentation of
Ravencheck’s partial function semantics is given in [17]. As
an example, consider the factor_s_right property shown

below, which attempts to prove that add(a, S(b)) == S(add(a,b)).

Unlike in the previous inductive verification example, add is
treated here as a fully uninterpreted function, meaning the
solver knows nothing about its behavior beyond what is
given in axioms. The goal is to prove that add(a, S(b)) ==
S(add(a, b)). Although this follows logically from the given
commutativity and factoring axioms, the SMT solver fails
to verify it. Under Ravencheck’s partial-function semantics,
an axiom is applicable only when its terms are fully defined.
If any term within an axiom instance can be undefined, the
axiom itself short-circuits to true, preventing it from plac-
ing any constraint on the solver. Consequently, unless the
function call term (e.g., add(S(b), a)) explicitly appears in
the verification condition, the solver can ignore the body of
add_commute for values add(S(b)) and a when producing
a counterexample.

To address this, the user can add trivial statements like
let _ = add(S(b),a); to the verification condition, which

#[verify]
fn swap_set() -> bool {
forall(|h:Heap, x:Ptr, y:Ptr, v:Ptr| {
let h1 = set(h, x, v);
get(swap(hl, x, y), y) == v
»

Figure 11. Verification condition on get, set, and swap.

forall(lh, x, vy, vl {
let ho set(h, x, v);

let vo = get(ho, x);

let vl = get(ho, y);

let h1 = set(ho, x, v1);
let h2 = set(hl, y, vo);
let v2 = get(h2, y);

v2 == v

forces the solver to recognize that add(S(b), a) is de-
fined. This fix is an example of quantifier instantiation, a
wEIERES I 2 Sh6t¥on fromeEigohhpiBspastiahexlbatisiete-
ness [23]. Ravencheck makes this technique accessible to
developers by presenting it in terms of familiar program-
ming lanuguage constructs. It is important to note that this
scenario illustrates a technique that users can employ in
edge cases. Many verification problems can be solved in
Ravencheck without resorting to this technique, including
the inductive version of the factor_s_right property in
Sec. 2.2 and the more complex properties detailed in [17].
In fact, we found that quantifier instantiations were only
required for a small fraction of benchmarks in one of the
three case studies conducted in [17]. The #[total] attribute
can be used on functions like get in Fig. 3 to force the solver
to recognize them as total. Functions like set and add unfor-
tunately must be partial, because their inputs and outputs
share the same types: total functions like fall outside the
Extended EPR fragment.

3 Internal Representation and Encoding

To perform verification, Ravencheck lowers the input Rust
code through a multi-stage pipeline to produce an SMT for-
mula that satisfies the Extended EPR fragment. The pipeline
consists of three key phases: (1) lowering Rust syntax into
the Ravencheck IR, (2) partial evaluation into a logical ex-
pression, and (3) relational abstraction to replace function
symbols. We demonstrate this process the example property
in Fig. 11, using the get, set, and swap functions that we
defined in Sec. 2.

Lowering to the IR.. The first stage converts the surface-
level Rust AST into an intermediate representation (IR) based
on Call-By-Push-Value (CBPV) [15]. This process rejects Rust
syntax features that we do not support in logical formulas,
such as mutation statements and method calls.

Partial Evaluation. Once in the IR, the condition is par-
tially evaluated to remove programming indirection con-
structs such as defined functions and nested let-bindings.
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V9. Ryer (ho, x) =
Vo1. Rger (ho, y) =
Vhy. Rser (ho, x,01) =
Vhy. Reer(h1,y,00) =
V0,. Ryer (ha, y) =

U2 =0
Figure 13. Relational abstraction of Fig. 12.

The resulting expression is a logical formula in A-normal
form, in which functions are only called on variables and
constants. Interpreted functions (annotated with #[define]
in the source) are inlined during this process, so that only
uninterpreted (#[declare]) functions remain. In Fig. 12, the
swap call has been inlined, so that only set and get remain.

Relational Abstraction. Functions like get and set in-
troduce sort cycles [12] since one of their argument types
is same as their return type. To accommodate the use of
such functions while still targeting the decidable Extended
EPR fragment, we replace all function symbols with rela-
tional abstractions. Each call to an uninterpreted function
in Fig. 12 is replaced by a implication, which quantifies the
function’s output and assumes that it is related to its input
by an uninterpreted relation symbol, as shown in Fig. 13.

4 Example: Verifying Heap Reachability
We demonstrate Ravencheck’s applicability to complex, state-
ful program analysis via a verified linked-list reversal algo-
rithm. Analyzing heap-manipulating programs is tradition-
ally challenging, and Ravencheck addresses this by modeling
heap mutations as externally-pure functions, within tail-call-
optimized recursive functions.

Externally-Pure State Mutation. As shown in Fig. 14,
the state is modeled using a Heap representing an array of
pointers. The primitive set_next updates a pointer. Since it
is declared as an uninterpreted function in Ravencheck, its
body can contain code with mutable updates. While return-
ing a completely new heap appears computationally expen-
sive, the Heap type is actually a unique reference (Box) to a
heap-allocated array. At runtime, the body of set_next sim-
ply mutates a single cell in that array in-place and passes the
unique reference back. Rust’s borrow-checker ensures the
old heap reference is not reused, preventing aliasing issues.
Furthermore, the Rust compiler will inline the set_next call,
eliminating any function-call overhead.

Verification and Compilation. We axiomatize the heap
domain using a reach(x, y, h) relation, which denotes
that a path of connected pointers exists from x to y within the
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#[declare] type Heap = Box<[usize; HEAP_MAX]1>;
#[declare] struct Ptr(usize);
#[declare] type Opt = Option<Ptr>;

#[declare] fn set_next(Ptr(x): Ptr, y: Opt, mut h: Heap)

-> Heap {

match y {
Some (Ptr(y)) => { hI[x] = y; h 3},
None => { h[x] = NULL_PTR; h }

// Loop Components
fn init(c: Opt, h: Heap) -> State { (c, None, h) }
fn cond((c, _, _): State) -> Opt { c }
fn step(c: Ptr, (_, d, h): State) -> State {
let c2 = get_next(c, &h);
let h2 = set_next(c, d, h);
(c2, Some(c), h2)

3
fn finish((_, d, h): State) -> (Opt, Heap) { (d, h) }

#[verify]l fn reverse_is_safe() -> bool {
forall(|co: Ptr, ho: Heap, df: Ptr, hf: Heap| {
forall(|x: Ptr, y: Ptr| { for_root(co, ho, |root:
Ptr| {
(reach(df,y,hf) && reach(y,x,hf))
== (reach(co,x,ho) && reach(x,y,ho))
»»
»
3

Figure 14. Verifying heap manipulations via pure functions.

heap h. Our goal specification for a reversed list asserts that
a path exists in the input list if and only if the flipped path
exists in the output list. To achieve this, we use for_root to
universally quantify a terminal root pointer, so that the prop-
erty is only required to hold when the input list is acyclic.
Since the Rust compiler rarely performs automatic tail-call
optimization, the developer cannot directly define reverse
as a recursive function—rather, they define the components
(init, cond, step, and finish). Ravencheck automatically
assembles these into two semantically equivalent—but syn-
tactically distinct—forms. The first is a recursive function
used for verification, and the second is its tail-call optimiza-
tion (a loop), passed onto the Rust toolchain for compilation.
This allows the verified code to achieve runtime performance
indistinguishable from unsafe imperative code.

5 Conclusion

Ravencheck addresses the challenge of proof instability in
systems software verification by grounding its logic in the
decidable EPR fragment. Distinctively, it integrates seam-
lessly with the standard toolchain, eliminating the need for
external modeling languages. Ravencheck allows developers
to write verification conditions using the same purely func-
tional subset of Rust used for executable code. By unifying
specification and implementation without sacrificing run-
time performance and decidability, Ravencheck establishes a
pragmatic foundation for building verified systems in Rust.
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